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TERROR AND CYBER FINANCE  

Use of Crypto Currencies by Terror Organizations   
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INTRODUCTION  

 

Terrorism is steadily expanding its grasp over the cyber domain. From online radicalization 

movements to propagating extremist views, terror groups have now found a highly innovative way 

of financing themselves through such platforms. Funding operations that were previously carried 

out via cash or bank transitions have morphed into crypto currency over the past decade. Crypto 

currency is a form of virtual or digital currency that is based on a network which is distributed 

over a large number of computers1. This form of currency is not issued by any central government 

or authority and cannot be counted as a legal tender. Over the years, various types of crypto 

currencies have been introduced such as- Bitcoins, Ripples, Monero, Zcash2, etc, but so far Bitcoin 

is the most valuable one. Even though this financial system was only introduced in 2009, one 

primary reason for its surging popularity is the lack of clerical and complicated paperwork that is 

usually required.  

 

There are various ways in which crypto currency transactions can be made and the most common 

one being mining. Usually, the data regarding crypto currencies is stored on a digital public 

ledger called the block chain3. This information is stored across a network which is immune to 

system failure or hacking. This leads to the next step in the transaction called “mining”. In order 

to mine a certain amount, one needs to solve a computerized puzzle also known as hash. Once 

one is able to crack the hash, they receive the amount of crypto currency assigned to the 

particular block. This is automatically added to the block chain, similar to updating a bank 

passbook. However, in order to carry out such virtual currency exchanges the user must have a 

digital or crypto currency wallet. This allows for saving, trading and spending of bitcoins 

 

1* The Author is a student at the Jindal School of International Affairs and Centre at the 

Centre for Security Studies, JSIA. 

 
1 FRANKENFIELD, J., 2020. Crypto currency. [online] Investopedia. Available at: 

<https://www.investopedia.com/terms/c/cryptocurrency.asp>. 

 

2 Pandya, Abinav. "Cryptocurrencies A New Scourge Of Terror Financing". Cryptocurrencies A New Scourge Of 

Terror Financing, 2018, p. 4. 

 

3 Fuller, A., 2020. What Is Crypto currency? A Crash Course On How To Use It | Finder.Com. [online] finder.com. 

Available at: <https://www.finder.com/what-is-cryptocurrency>. 

 



  

CENTRE FOR SECURITY STUDIES | JSIA JULY 2020    2 

 

through a personal account, which is protected by a key access password and username. The 

digital wallet can also be operated via a personal device, and some organizations also offer 

‘offline digital wallets’4. 

 

Ever since, the concept of crypto currency has been introduced, many in the financial world have 

considered this to be a revolutionary change in the world of economics. However, many nation 

states have banned crypto currency as a mode of transaction due to security concerns. And 

rightly so, as time and again terrorist organizations have seemed to be catching up on the idea 

and are exploiting this platform to fund their activities. But what is it about virtual currencies 

(VC’s), that lets these organizations function with such ease? 

 

A primary reason is the, anonymous and non-traceable nature of such monetary transactions. The 

user is not registered in the system by a specific name but instead is given a alphanumeric public 

number5. One need not provide official documents or proof to be a part of the system. By simply 

using an efficient VPN or even by operating from the dark web one can hide their IP address, 

hence rendering them untraceable for law enforcement agencies. Given the global reach of the 

system, large sums of money can be transferred from one place to another, without having to 

specify the physical location. As VC platforms also allow for currency exchange, this becomes 

easier to fund anything in any nation. It also serves as an inexpensive yet efficient way of 

transaction.  

 

HOW DO TERRORISTS OPERATE VIA CRYPTOCURRENCIES? 

 

The dark net has often been linked to terrorist activities. Even though there are evidences of 

terrorist organizations buying illegal weapons via such sources, the instances related to crypto 

currency almost seem anecdotal. This is primarily due to the fact that VC exchanges are usually 

shrouded in anonymity and are operated through fake IDs that are difficult to detect.  

 

Even though most common channels of terror funding comes from illicit activities such as- drug 

trafficking, smuggling, fraud, extortion, etc, crypto currency is also being judiciously used for 

the same purpose. Most law enforcement agencies have set in place regulations for countering 

money laundering and physical currency exchanges, but the same has not been done with regards 

to crypto currency. Many supporters and sympathizers chose to make donations to terror 

organizations, but given the increasingly tightening grip of counter terrorism agencies, many fear 

 
4 Pandya, Abinav. "Cryptocurrencies A New Scourge Of Terror Financing". Cryptocurrencies A New Scourge Of 

Terror Financing, 2018, p. 5. 

 

5 Pandya, Abinav. "Cryptocurrencies A New Scourge Of Terror Financing". Cryptocurrencies A New Scourge Of 

Terror Financing, 2018, p. 6. 
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carrying out physical transactions due to the legal and financial risks involved6. These supporters 

find a more secure medium through crypto currency exchange.   

 

A common method of acquiring funds is through crowdfunding and charity organizations. An al-

Qaeda linked terror group called al-Sadaqah (which means voluntary giving in Arabic) 

was found to be operating through social media sites like Facebook and telegram for bitcoin 

funding. This initiative mainly targeting western supporters and was an English- language 

fundraising campaign7. Within a month the group received a donation of BTC0.075 ($685 at the 

time) from an unknown individual. Soon this amount plummeted to $803, which was latter 

forwarded to another address8. This group was supposedly active on twitter as of 2018. Another 

such example of crowdfunding incitement was seen on October 21st, 20189, when an Indonesian 

extremist charity group, Abu Ahmed Foundation (AAF), encouraged supporters to donate using 

crypto currencies like bitcoin, Monero, dash and verge. This group had links with al-Qaeda rebel 

group  Hayat Tahrir al-Sham (HTS) in Syria10.  

 

Apart from using traditional charity groups to support funding, jihadist groups have also come up 

with their own version of a crowdfunding crypto marketplace. SadaqaCoins was found on the 

dark web, and functions as a crowdfunding crypto site, which allows donations to be made in the 

form of  Bitcoin, Monero, and Ethereum to jihadists. This is widely used by groups in Syria and 

was discovered in 2018 by Benjamin Strick11.  

 

Even though most literature primarily focuses on Islamic radicalization groups, far- right 

extremist groups are also gaining traction. In recent years, they too have made their presence felt 

not only on social media sites but also on the dark web, where they have started to mine crypto 

 
6 Dion-Schwarz,, Cynthia et al. Terrorist Use Of Cryptocurrencies Technical And Organizational Barriers And 

Future Threats. RAND Corporation, 2019, p. 9. 

  

7 MEMRI. 2017. Online Campaign In English Raising Funds For The Jihad In Syria In Bitcoin. [online] Available 

at: <https://www.memri.org/cjlab/online-campaign-in-english-raising-funds-for-the-jihad-in-syria-in-bitcoin>. 

  

8 Malik, N., 2018. How Criminals And Terrorists Use Crypto currency: And How To Stop It. [online] Forbes. 

Available at:<https://www.forbes.com/sites/nikitamalik/2018/08/31/how-criminals-and-terrorists-use-

cryptocurrency-and-how-to-stop-it/#42ac2a273990>. 

 

9  MEMRI. 2018. Indonesian Fundraising Group Abu Ahmed Foundation Continues To Encourage Supporters To 

Donate Using Cryptocurrencies. [online] Available at: <https://www.memri.org/cjlab/indonesian-fundraising-

group-abu-ahmed-foundation-continues-to-encourage-supporters-to-donate-using-cryptocurrencies>. 

 

10 Arianti, V., and Kenneth Yeo Yaoren. "How Terrorists Use Crypto currency In Southeast Asia". 

Thediplomat.Com, 2020, https://thediplomat.com/2020/06/how-terrorists-use-cryptocurrency-in-southeast-asia/. 

 

11 Warreth, Shahed. "Crowdfunding And Crypto currency Use By Far-Right And Jihadi Groups - VOX - Pol". VOX 

- Pol, 2019, https://www.voxpol.eu/crowdfunding-and-cryptocurrency-use-by-far-right-and-jihadi-groups/. 
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currencies. One of the most notable reports has been of a crowdfunding group called the Order of 

Dawn, which propagates ideologies of anti-Semitism and racism. Order of Dawn’s website also 

allows for visitors to mine Monero on the site itself—of which the crypto currency is donated to 

the group. As of August 28, 2018, the group has supposedly raised  62 XMR (equivalent to about 

$6,600)12.  

 

INSTANCES 

 

The following are the few incidents related to crypto currency use by terrorist that have occurred 

over the years- 

 

● In 2019, the Izz ad-Din al-Qassam Brigades (AQB), the military wing of Hamas and a 

designated terrorist organization, collected money through a website that generated a new 

Bitcoin address for every donor to send funds to. The campaign also published a video on 

its website, teaching people how to donate anonymously.13 

● In December, pro-IS websites like Akhbaar-al-Musalmin (Arabic for news of the 

Muslims), and Isdarat were soliciting funds through bitcoin donations. Isdarat can be 

viewed on the ‘dark web’ only through a TOR (The Onion Router) browser and hence is 

not accessible on the sur- face web.14 

● Bahrun Naim, an Indonesian IS fighter based in Syria, is regarded as one of the earliest 

proponents of the use of crypto currency Indonesia. In 2016, he published an online 

manual on “carding” (fraudulent credit card transactions). The  Financial Intelligence 

Unit PPATK (Indonesian Financial Transaction Reports and Analysis Centre), suspected 

that Naim moved monies via PayPal to his associates which was eventually used to fund 

a suicide attack at  Solo Police Headquarters, Central Java, in July 2016.15 

 

The above mentioned are only a few instances, however with advancements in technology, 

terrorist groups too have improved their mechanism of operation in the cyber domain. 

 

 

 
12 "Tech And Terrorism Blog". Counter Extremism Project, https://www.counterextremism.com/blog/far-right-

european-terrorist-group-crowdfunding-cryptocurrency%5C. 

 

13 Kharif, Olga. "Crypto Terrorism Funding Is Growing More Sophisticated". Bloombergquint, 

2020,https://www.bloombergquint.com/onweb/crypto-terrorism-funding-grows-more-sophisticated-study-finds. 

 

14 Pandya, Abinav. "Cryptocurrencies A New Scourge Of Terror Financing". Cryptocurrencies A New Scourge Of 

Terror Financing, 2018, p. 4. 

 

15Arianti, V., and Kenneth Yeo Yaoren. "How Terrorists Use Crypto currency In Southeast Asia". 

Thediplomat.Com, 2020, https://thediplomat.com/2020/06/how-terrorists-use-cryptocurrency-in-southeast-asia/. 
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CURRENT PRACTICES  

 

The hawala system was probably the most frequently used financial instruments of terrorist 

groups. It was a fairly uncomplicated system which allowed for the transfer of money across 

borders. But after 9/11 attacks, many international security agencies, have been trying to counter 

the facilitation of monetary assistance to these terror organizations. Over the years, the hawala 

system has transcended to the online domain and an estimated GB 258.9 billion euros16 has been 

supposedly passed through online banking systems, all traced back either to the Islamic state of 

al-Qaeda. But till date, not all extremist organizations are active users of crypto currency. Al-

Qaeda and its affiliated terror have been more active in this sphere, as most of their funding are 

sourced via external mediums. However, this does not mean these institutions cannot get crafty 

with this recent technology.  

 

Money laundering through crypto currencies occurs in two phases as per the Philippine Institute 

for Peace, Violence and Terrorism Research (PIPVTR). The phase one includes converting and 

registering assets from clandestine origins into the bitcoin financial system. This ensures that the 

possibility of tracing these transitions becomes obscure. The second phase refers to exchanging 

these crypto-assets into fiat money which can then be injected into the legal money force17. 

However, these days many terror groups are floating this idea of using crypto currency on social 

media sites like Facebook, telegram and twitter. Despite whatever developments that have been 

tracked regarding the issue, many analysts are still of the opinion that VCs are not actively used 

by terrorist organizations.  

 

CRYPTO CURRENCY AND WEAPONS 

 

Access to the online world, provides terrorist groups with boundless opportunities. By simply 

logging on to a website, they are able to radicalize, propagate, recruit and even finance their 

ideologies. This very luxury also enables them to gain access to arms and weapons, be it a simple 

AK-47 or a WMD (weapons of mass destruction).  For instance, the Islamic State bought drones 

and shipped them to Syria from a number of different online retailers18. However, these operations 

usually have a two-pronged approach, and the research related to the correlation of these two 

aspects still remains scarce.  

 
16 Malik, Nikita. Terror In The Dark. The Henry Jackson Society, 2018, p. 37. 

  

17 Fabe, Amparo Pamela. "Terrorism Financing Continues Unabated During The Covid 19 Pandemic". Philippine 

Institute For Peace, Violence And Terrorism Research, 2020, https://pipvtr.org/2020/05/20/terrorism-financing-

continues-unabated-during-the-covid-19-pandemic/. 

 

18 Davis, J., 2020. New Technologies But Old Methods In Terrorism Financing. 2nd ed. Royal United Services 

Institute for Defence and Security Studies., p.1. 
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The virtual transactions constitute the first part of such operations. This includes the platforms on 

the dark net called crypto markets. Crypto markets operate similarly to that of a marketplace, which 

includes both online retailers and vendors, with listings of illicit products. In simpler terms these 

websites are almost like online shopping applications like Amazon. According to a research 

conducted by RAND, Deepdotweb, which is an official hidden service which monitors deep web 

activities facilitated smaller crypto markets19.  These markets list various weapons, ammunitions 

and components that aid in developing weapons systems. Another option other than crypto markets 

are the vendor shops. On either platforms, the payment is via crypto currencies like Monero or 

bitcoins.  

 

The UN counter-terrorism chief has said that cheap and easily accessible small arms are 

increasingly becoming the "weapon of choice" for many terror groups around the world20. But this 

does not mean that terror groups will not levitate towards more lethal options. Even though crypto 

markets make it easier to obtain small scale and cheap weapon systems, proliferation of 

sophisticated equipment has also been seen in the recent years. Today even the UN disarmament 

chief has warned against terrorists and other non- state actors who are increasingly using the dark 

net to access chemical and biological weapons21. Apart from the purchase of 3D printers, drones 

are also surging. Halle attacks in Germany, serve as a good example for the use of such technology, 

where 3D printers were used to fabricate homemade guns22.  

 

However, transactions that occur online are not always as easy as they seem. Even though the use 

of crypto currencies make it easy for vendors to receive their payment, the supply of such items 

are riddled with risks, especially for the buyer. Most of the “offline” transitions of the dark web, 

are usually carried out via postal services. For vendors, these activities include sourcing packaging 

materials and making drop-offs into postal systems. For buyers, receiving deliveries is identified 

as a risky aspect of crypto market purchasing23. There is always a possibility that law enforcement 

 
19 Persi Paoli, G., Warnes, R., Aldridge, J. and Ryan, N., 2017. Behind The Curtain The Illicit Trade Of Firearms, 

Explosives And Ammunition On The Dark Web. Santa Monica, Calif., and Cambridge, UK: RAND Corporation, 

p.23. 

 

20 "Cheap, Small Arms Becoming Weapon Of Choice Of Many Terror Groups: UN Counter-Terrorism Chief". The 

Economic Times, 2020, https://economictimes.indiatimes.com/news/defence/cheap-small-arms-becoming-weapon-

of-choice-of-many-terror-groups-un-counter-terrorism-chief/articleshow/74254117.cms 

21 Besheer, Margaret. "UN: Terrorists Using 'Dark Web' In Pursuit Of Wmds". Voice Of America, 2017, 

https://www.voanews.com/europe/un-terrorists-using-dark-web-pursuit-wmds. 

 

22 "Terrorism In The Age Of Technology | Strategic Monitor 2019-2020". Clingendael.Org, 

2020,https://www.clingendael.org/pub/2019/strategic-monitor-2019-2020/terrorism-in-the-age-of-technology/. 

 

23 Persi Paoli, G., Warnes, R., Aldridge, J. and Ryan, N., 2017. Behind The Curtain The Illicit Trade Of Firearms, 

Explosives And Ammunition On The Dark Web. Santa Monica, Calif., and Cambridge, UK: RAND Corporation, 

p.21. 
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agencies will track down such transactions. A new research suggests that vendors have found a 

way to avoid postal services. This is called dead drops. According to this new model, an individual 

called the “dropman” has the ordered products, and once the payment is received by the vendor, 

the dropman is then tasked with secretly dropping off the items to the given location. Even though, 

the extent of using such a system is not known, but it is usually carried out for small scale 

transitions of drugs and light weapons24.  

 

But these were just some of the ways in which virtual transactions meet with reality. The other 

traditional methods to arms supply to terror groups are called Point of Departure Diversion and 

Circumvention and Concealment.25Point of Departure Diversion refers to using a fake user 

certification in order to deliver. This method is mostly applicable for small arms and light weapons 

(SALW). Circumvention and Concealment are more popular among small scale cross border 

smuggling. One such instance of this method was witnessed at the Libyan border. The Libyan civil 

war which started in 2011, created a lot of ammunition under Gadhafi’s rule. Eventually due to the 

instability in the region, these arms soon started to be smuggled to neighboring nations like Sahel, 

Chad and Niger. This also included sophisticated weapons like MANPADS (Man portable air 

defence systems), as there had been reports that around 4000 MANPADS, went missing from Iraqi 

military holdings26. A table presenting the data on early reports of illicit arms in the region has 

been mentioned below. However, since 2013, the flow of such illicit trade has reduced 

considerably27.But, the demand and use of such equipment among terrorist groups still persists 

today.  

 

 
24 Persi Paoli, G., Warnes, R., Aldridge, J. and Ryan, N., 2017. Behind The Curtain The Illicit Trade Of Firearms, 

Explosives And Ammunition On The Dark Web. Santa Monica, Calif., and Cambridge, UK: RAND Corporation, 

p.22. 

 

25 2019. FIREARMS- THE ILLICIT MARKET IN FIREARMS. 4th ed. United Nations, p.15. 

 

26 Kimball, Daryl. "MANPADS At A Glance | Arms Control Association". Armscontrol.Org, 2013, 

https://www.armscontrol.org/factsheets/manpads. 

 

27 KONÉ, HASSANE. "Where Do Sahel Terrorists Get Their Heavy Weapons? - ISS Africa". ISS Africa, 2020, 

https://issafrica.org/iss-today/where-do-sahel-terrorists-get-their-heavy-weapons. 
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Source-  

Marsh, Nicholas. "Brothers Came Back With Weapons: The Effects Of Arms Proliferation From 

Libya". PRISM | National Defense University The Journal Of Complex Operations, vol 6, no. 4, 

2017.  

 

COUNTERING TERROR FINANCING  

 

Even though the international community has become aware of the dangers of crypto currency, 

and many states have banned it too. There are yet to be any concrete measures to be taken in order 

to combat the issue of terror financing via crypto currency and the dark web. In 2019, the UN 

(United Nations) passed resolution 246228, which was to deal with matters of Countering the 

Financing of Terrorism (CFT). The  Financial Action Task Force (FATF) was assigned the role of 

formulating policy structures and carrying out regular operations to monitor the terrorist activities 

online, as well as to aid member states with training and technical assistance. However, so far, 

even the FATF, has been largely unsuccessful in coming up with strong policies regarding the 

issue and executing them. The FATF, 2019 reports highlights the many loopholes that are present 

in the domestic laws of nations. Such as lack of terror financing criminalization of lone wolf actors 

as well as inadequate coordination and intelligence sharing between the local and central law 

enforcement agencies of nations29. With regards to regulations in the online domain, the policies 

so far have been limited to social media radicalization and not much attention has been paid to the 

use of dark web and crypto currency. This is mainly due to the fact that most of the  instances of 

crypto currency financing terrorism, have been anecdotal and no through evidence could be 

presented in the case.  

 

 
28 "Countering The Financing Of Terrorism | Office Of Counter-Terrorism". Un.Org, 

https://www.un.org/counterterrorism/countering-financing-of-terrorism. 

 

29 2019. Terrorist Financing Risk Assessment Guidance. FATF, p.60. 
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In 2017, the United States government proposed that the Department of Homeland Security to 

study the link between bitcoin and terrorists30. This led to the setting up of Deepdotweb, which is 

an online hidden service that monitors terrorist activities on the deep web. As per sources, the issue 

of crypto currency has been moved to departments concerned with Anti- Money Laundering 

(AML) and CFT. The UK and EU too had begun similar operations. Especially after the 2015 Paris 

attacks that shook the region, the Europol, is taking active steps in order to deal with the issue. The 

Internet Organized Crime Threat Assessment (IOCTA), 2015 report mentions the launch of 

Operation Onymous31. Operation Onymous was coordinated by Europol’s EC3 (European 

cybercrime Centre) against dark markets running on TOR. As a result 410 hidden services were 

taken down. 17 vendors and administrators were arrested and USD 1 million worth of Bitcoins, 

EUR 180,000 in cash, drugs, gold and silver seized32. However, the 2017 report by  IOCTA 

presented a shifting focus, towards safeguarding online election mediums33. 

 

FUTURE RISKS AND POSSIBILITIES  

 

The UK treasury claims that “Terrorist use of digital currencies is assessed to be unlikely to 

increase significantly in the next five years”34. However, this does not eradicate the possibility of 

the increased usage  of VCs and crypto currency in the near future. So terrorist organizations 

have been actively using VPN’s, TOR, telegram and to a certain extent even bitcoin35. But the 

use of VC’s remains slightly more complicated and would require an individual to have a 

slightly nuanced understanding of technology and the internet. The dark web has almost become 

a market for trading not only illegal weapons but also potentially dangerous toxins and 

 
30 Malik, Nikita. "How Criminals And Terrorists Use Crypto currency: And How To Stop It". 

Forbes,2018,https://www.forbes.com/sites/nikitamalik/2018/08/31/how-criminals-and-terrorists-use-

cryptocurrency-and-how-to-stop-it/#99457c639904. 

 

31  2015. The Internet Organized Crime Threat Assessment (IOCTA). Europol. 

 

32 "Operation Onymous". Europol, https://www.europol.europa.eu/activities-services/europol-in-

action/operations/operation-onymous. 

 

33  2017. INTERNET ORGANISED CRIME THREAT ASSESSMENT IOCTA. Europol, p.73. 

 

34 "National Risk Assessment Of Money Laundering And Terrorist Financing 2017". 

Assets.Publishing.Service.Gov.Uk, 2017, 

https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/655198/National_

risk_assessment_of_money_laundering_and_terrorist_financing_2017_pdf_web.pdf. 

 

35 Berg, Eva, and Willem van den Berg. "Terrorist Financing And Virtual Currencies: Different Sides Of The Same 

Bitcoin?". ICCT, 2018, https://icct.nl/publication/terrorist-financing-and-virtual-currencies-different-sides-of-the-

same-bitcoin/. 
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chemicals. This would increase the chances of carrying out biological attacks which would have 

damaging consequences. Given that these activities are prevalent  in the cyber domain, the use of 

crypto currencies would make the transaction process easier while operating on the dark web. 

This could serve as a serious security threat for nations worldwide.  

 

The lack of legislations and regulations on part of nation states has created an increased 

possibility for terror groups to operate more freely on such domains. Additionally the lack of 

resources and understanding regarding the world of dark net and crypto  currencies, hinders 

many operations. Hence there is an urgent need to devise strategies to counter such online 

activities and better regulate the field of crypto currency.  

 

 

 

 


