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INTRODUCTION 

The European Union is regarded as a coherent actor in the field of cyberspace; and it finds its 

mention in the Common Security and Defence Policy (CSDP) in the 1992 Maastricht Treaty 

although on a very elementary level; it soon gained greater importance in subsequent policies. 

Today, one of the biggest challenges that the EU faces is that its policies are no match to the 

scale at which the threats exist. The evolving nature of the digital world has led to the Union 

to work towards matching their policies to newer cybersecurity threats. This paper assesses the 

background of EU’s cyberspace, its policies, how they have evolved and molded the EU’s 

cyberspace to what it is today. In the following section, cases of Estonia, Ukraine and Georgia 

will be examined so as to cement its subsequent section, the central point of examination, which 

is to analyze the challenges and threats faced by EU’s cyberspace. Lastly, the concluding 

section will cover the future of the Union’s cyberspace, proposing ways in which the threats 

can be curbed. 

BACKGROUND  

At the outset, the European Union did not enjoy a common definition or perception of 

cybersecurity, as a result of which most challenges root from here. Most member states enacted 

national level policies and strategies. However, due to the changing nature of cybersecurity 

threats, and due to the very nature of cybersecurity, cross-border cooperation is imperative, 

thus the EU was forced to take an unanimous approach in their cyberspace polices. Just the 

way the CSDP has a sparse mention of cybersecurity so does the EU Treaties, Article 43(1) 

which mentions the tasks to be undertaken, does not find a reference to cybersecurity as a 

threat. A part of this can be credited to an undeveloped digital age and lack of cybersecurity 

threats, considering that the first serious cyberwar occurred in 2007 in Estonia. Ever since 

cybersecurity has been an integral part of the EU’s agenda. After the CSDP, a more 

comprehensive and descriptive cybersecurity policy was put into place, in 2001 the Budapest 

Convention on Cyber Crime became the first multilateral international treaty that addressed the 

issue of cybercrime, ensuring increased cooperation between nations and their laws.  

Followed by the establishment of the European Union Agency for Cybersecurity (ENISA) in 

2004. Its main aim was “developing a culture of network and information security for the 

benefit of citizens, consumers, businesses and public sector organizations in the European 

 
1* The Author is a student at the Jindal School of International Affairs and Research Intern at the 

Centre for Security Studies, JSIA. 

 



 

  

CENTRE FOR SECURITY STUDIES | JSIA JANUARY 2020    2 

 

Union, thus contributing to the smooth functioning of the internal market.” 1 Although the 

ENISA works towards improving cooperation between the EU members, yet it has failed to 

give a well rounded and holistic definition of cybersecurity, as it simply defined it as “the 

protection of information systems, infrastructure and the applications that run on top of it from 

those that are associated with globally connected environment.” 2 Besides the ENISA, the 

Network and Information Security Directive (NIS) is another important body that deals with 

the EU’s cybersecurity. The former specifically focuses on an EU-wide legislative policy since 

the EU officiated it in 2016.  

The Directive promotes measures for a common and unanimous approach to security of 

information systems and networks in the Union, making it the first effective EU-wide initiative 

for cybersecurity. In keeping with the novel threats, ENISA updated its legislative policies in 

its report in 2015, where it took a step further than simply defining cybersecurity, it aimed to 

examine the role of different actors in the cyberspace, their roles and the stakeholders. It was 

here when ENISA broke away from the long standing tradition that gave a singular definition 

to cybersecurity, and understood it in terms of its plurality, where different domains of 

communications security, national security, operations security information security etc. More 

so, it published ‘layers of cybersecurity’ where it covers aspects ranging from basic security 

protection on the internet to cyber ethics and cyber democracy which work in line with EU’s 

core values.  

In 2016, the Digital Single Market Strategy was launched which sought to work towards greater 

protection of personal data and a partnership with the cybersecurity industry in new 

technologies for cyber protection. It primarily focuses on the economic dimension, easier 

access for consumers for goods and services, as well as benefits for businesses such as removal 

of border barriers for e-commerce, all the while ensuring a high standard of consumer 

protection. The General Data Protection Regulation (GDPR) is another EU initiated legislation, 

which seeks to strengthen fundamental rights of citizens and ensure easy commerce practices 

for businesses in keeping with the Digital Single Market. The GDPR by far has been one of the 

most effective policies due to its stringency, where it would levy heavy fines against those who 

violate privacy and security.  

However, as mentioned earlier, no policies or legislation so far have been effective in its 

entirety due to the failure to create unanimity in the EU, even after repeatedly being updated, 

the legislation fail to meet the challenges that the cyberspace poses. For instance, after several 

updates, the EU fails to accept ENISA’s definition of cybersecurity, which by far is the most 

well rounded one. This has led to EU member states determining cybersecurity on their own 

accord and instituting polices on a national level, in turn, failing to entirely abide by the EU-

 
1  Regulation (EC) No 460/2004 of the Euro Parliament and of the Council of 10/March/2004 

establishing the European Network and Information Security Agency, 2004. https://eur-

lex.europa.eu/LexUriServ/LexUriServ.do?uri=CELEX:32004R0460:EN:HTML  

2  U. Helmbrecht, S. Purser, and M. Ritter Klejnstrup, Cyber Security: Future Challenges and 

Opportunities (ENISA 2012) 13.  
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wide policies. Irrespective of this, member nations have been unsuccessful in defining 

cybersecurity to its highest level and are thus faced with numerous challenges, which will be 

discussed in the section below. In conjunction to this, how these incidents have shaped the 

cybersecurity policies of EU today will also be examined.  

CYBERATTACKS IN THE EU  

It becomes important to examine cases of cyber aggression in order to effectively study how 

these incidents have impacted and shaped the EU’s cybersecurity. There have been numerous 

incidents of such attacks, however EU’s cybersecurity threats can be understood in view of 

three classical incidents in Estonia, Georgia and Ukraine. The most prominent implication is 

that although Russia still poses a threat to the EU nations’ cybersecurity, it is not the only 

threat. Despite Russia, the nature of attacks today is different in terms of scale, damage and 

technological depth. The 2007 Estonian cyber attacks highlight a weak IT infrastructure that 

existed in most EU nations at the time. It became a major cause of concern as it showed that 

weak IT infrastructures serve as an alternative to compromising a nation’s security.  

The attacks were said to be carried out by pro-Russian Distributed Denial of Service (DDoS), 

causing internet traffic and even blocking Estonia’s access to internet entirely. “As many as 1-

2 million pre-infected ‘bots ’in 175 jurisdictions were organized to launch a coordinated attack 

on Estonian targets by flooding websites with data. 174 jurisdictions supported Estonia in 

resolving the attacks: only the Russian Federation did not. Russia denied any involvement and 

pointed to a relatively minor hack it had suffered as proof that it too was a target.”3 The attacks 

possibly resulted in citizens’ waning faith in the government’s structure and ability to provide 

security to its citizens. Correspondingly, this cyber aggression did not result in a move towards 

establishing a common cybersecurity strategy at an EU-wide level, despite it being an attack 

on one of the signatory members. This can be credited to a lack of understanding and 

coordination in actions between the EU members, as the members continued to approach 

cybersecurity on a national level. Following this, at the time of the Russo-Georgian War. In 

2008, Russia made use of its DDoS yet again when its relations with Georgia turned sour, over 

South Ossetia, a de facto region in Georgia. Later in 2014, in addition to the Crimean 

annexation by Russia, it went on to carry out cyberattacks on Ukraine’s electric grid through 

its malware.  

The cyberattacks on Ukraine have been one of the most seismic events in the field of 

cyberspace, becoming a cause of worry for EU cyberspace analysts, for the attacks took place 

three days prior to Ukraine’s presidential elections. More so, because Ukraine’s Election 

Commission was attacked again later in the year. Subsequently, in 2016, the world’s first large-

scale cyberattack was launched, in 2017, Ukraine experienced another cyberattack, 

compromising its national security like the attacks of 2014. This attacked Ukraine’s economic 

 
3 "2007 Cyber Attacks On Estonia". Cyber Operations, 

https://www.google.com/url?sa=t&rct=j&q=&esrc=s&source=web&cd=&cad=rja&uact=8&ved=2ah

UKEwib0YrBnfDtAhXo8XMBHda2BU8QFjAHegQIDhAC&url=https%3A%2F%2Fwww.stratcom

coe.org%2Fdownload%2Ffile%2Ffid%2F80772&usg=AOvVaw0RaIs4EIPDw8cSGNAoWnba. 
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security as it caused immense financial damages as Ukrainian firms and enterprises faced 

financial losses and national level losses as it resulted in rolling back of multinational shipping 

company, Maersk and other MNCs like FedEx. Even after a massive cyberattack, Georgia 

experienced another attack in 2019, on its government websites, state bodies.  

Thus, repeated attacks have not been amiss of sophistication in targeting the loopholes of the 

cybersecurity walls of the countries above, as every time an attack has ensued, it has put their 

security in peril. Furthermore, these attacks have showcased a trend of artfully intertwined 

cyber and military aggressions. This can be understood in terms of EU’s cybersecurity 

challenges which will be discussed in the succeeding section— highlighting why these attacks 

have been recurring? What has made them successful? Whether it can be credited to the 

singular and national level approach that EU members adopt? Or the growing power and high 

levels of advancements in this field, that make it hard for states to be secure? 

CHALLENGES TO EU CYBERSPACE 

In conjunction with the arguments made in the preceding sections, it is safe to say that the EU 

suffers from a failed institutional policing when it comes to its cybersecurity. Irrespective of 

the various understandings of cybersecurity, provided by organizations like the ENISA that 

work for EU’s cyberspace; The Union, however, continues to falter in walking along the lines 

of ENISA’s understanding, and continue to reclusively approach cybersecurity. Few member 

nations like Germany have worked greatly towards cybersecurity, whilst other member states 

like Poland have no clear understanding of cybersecurity. Others have worked towards 

cybersecurity legislation and policies although though they are sporadic and aren’t within the 

EU framework as they should. For instance, Greece, Bulgaria and Croatia developed their 

policies in 2017, 2016 and 2015 respectively. Denmark developed its first national 

cybersecurity policy in 2015.  

All highlighting EU’s patchy response to the protection of its cyberspace. At present, the 

ENISA is the most active organization in dealing with the EU’s cyberspace protection. “The 

operational and strategic realities of cyber defence remain located within member states.”4 

Other than this, there is no well structured model strong enough to be able to effectively combat 

cyber aggressions. Furthermore, the EU doesn’t seem to exercise much authority over 

cyberspace legislation it ratifies and only plays the role of an advisor. “Compared to NATO, 

the EU is lagging behind in capabilities, resources, tools and the development of a 

comprehensive cybersecurity policy. The EU faces the issues of fragmentation across many 

institutions and actors, lack of trust among member states, the EU institutions, various 

stakeholders and public and private sectors regarding security and finally, the absence of a 

cohesive strategic vision for security and defense.” 5  Member states also have different 

 
4 Pupillo, Lorenzo and Griffith, Melissa and Blockmans, Steven and Renda, Andrea, Strengthening the 

EU’s Cyber Defence Capabilities (November 26, 2018). CEPS Task Force Report, Available at SSRN: 

https://ssrn.com/abstract=3300625 

5 H Giantas, Dominika and Liaropoulos Andrew, Cybersecurity in the EU: Threats, frameworks and 

future perspectives (September 2019). Laboratory of Intelligence and Cyber-Security, Available at 

https://ssrn.com/abstract=3300625
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aspirations for the EU’s role on cybersecurity. Thus, due to the Union’s fractured approach it 

has been inefficient in dealing with cyber aggressions, as was highlighted with the cases earlier. 

This fragmentation therefore comprises of the first challenge that EU faces. Whilst deliberating 

on the challenges the EU faces due to institutional fallacies, one must not overlook the flaws 

in its policies. Alluding to the legislation on the Digital Single Market (DSM), the EU member 

nations are developing their cyberspace technological capabilities at different paces, thus the 

DSM fails to provide a holistic framework that takes into consideration the technological gaps. 

Its frameworks on fighting off cybercrime, like the Directive on Attacks, fails to address illegal 

acquisition of data like cyber espionage. As mentioned earlier, there exists confusion on the 

exact legal frameworks that are to be followed, which slows down the process of fighting 

cybercrime. This therefore further reiterates the need to have a single enforced framework.  

In keeping with this, the EU fails to meet the expectations of being a facilitator of a single 

market, and coming through with the policies like the GDPR or the ENISA. Due to the failure 

of establishing a single market, it has impacted private enterprises some of which make an 

important contribution to EU’s cybersecurity.  

Secondly, in tandem with the above argument, the administration is left in a dilemma in 

maintaining a balance between its role as an international organization, its legislation, as well 

as providing a certain level of freedom to the signatory members on its cybersecurity policies.  

Another key issue that comes to focus, is aid, funding and support for new technological 

advancements, where stakeholders like the European Parliament are expected to assist either 

through research and development or education and professional skills. However, there exists 

the issue of the funds not coming through to cybersecurity endeavors and in turn are being 

invested elsewhere. “Spending in the EU has been low by comparison, fragmented and often 

not backed by concerted government-led programmes. Figures are hard to come by, but EU 

public spending on cybersecurity is estimated to range between one and two billion euros per 

year. Some Member States ’spending as a percentage of GDP is one-tenth of US levels, or even 

lower. The EU and its Member States need to know how much they are investing collectively 

to know which gaps to close.”6  

Reducing the gap in investments is imperative if the EU needs to overcome challenges related 

to lack of funding. A balance between public and private investments must be made as public 

investments are available in the initial phases, as well as due to issues of corruption and 

bureaucracy, therefore this is where private enterprises are required to jump in.  

 
ResearchGate: 

https://www.researchgate.net/publication/335909463_Cybersecurity_in_the_EU_Threats_frameworks

_and_future_perspectives?enrichId=rgreq-1b9d27ab8db69e3f4b29e5b2726faf2f-

XXX&enrichSource=Y292ZXJQYWdlOzMzNTkwOTQ2MztBUzo4MDQ3MDUwMjIyNjMyOTdA

MTU2ODg2ODAzNjg0OQ==&el=1_x_3&_esc=publicationCoverPdf 

6 European Court of Auditors, Challenges to Effective EU Cybersecurity Policy, Briefing Paper, 2019. 

Available at: https://www.eca.europa.eu/en/Pages/DocItem.aspx?did=49416  

https://www.eca.europa.eu/en/Pages/DocItem.aspx?did=49416
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Today, digital infrastructure is so complex that it has broadened the manners of cyber attacking, 

and since the EU has had its fair share of cyber aggressions, this calls for a better approach and 

response from the Union’s end. This complexity of the cyber infrastructure also calls for a 

focus on heightened defence walls and prompt detection, as it has now become even more 

complicated to track the infringers. It is evident from the cyberattacks, that the EU lacks in 

equipment to notify and quickly detect an attack, delayed communication has also been a big 

issue due to the EU’s lacking equipment. An effective response from the side of the EU is 

primarily about controlling the damage, more than anything else, therefore cutting edge 

technology becomes imperative in this regard. Other than this, a lack of awareness seems to be 

prevalent amongst the people, as a result of which it becomes easier for cyber aggression to be 

carried out.  

Besides ensuring cybersecurity for the region the EU continues to grapple with myriad issues 

of economic crises, rise in right-wing extremism and terrorism, refugee crisis and a pandemic, 

the Brexit too has produced feelings of insecurity within the EU, as a result of which the Union 

focuses on the traditional threats to security. Which has led to the facilitation of possible 

cyberattacks in the near future.   

CONCLUSION: EU’S CYBERSPACE FUTURE 

In aspiring to establish a safe cyberspace, the EU is required to instate strong measures and 

legislation. As is evident, it continues to falter on this front, making its vision of achieving a 

secure cyberspace bleak. However, timely interventions and prompt action are ought to be the 

two imperatives the EU must equip itself with, amongst other new measures, discussed below.  

Firstly, policymaking and legislation must be based off evidence. This comes into view when 

the Union witnessed repeated attacks of the same manner, which clearly highlights its failure 

in preventing these attacks for the future. The absence of a single and uniform system has made 

it difficult to collect evidence in large quantities. Secondly, at present there only exists EU’s 

general budget and budgets on funding from member states, though, through annual budgets 

and proper allocation of funds, cybersecurity expenditure not only becomes transparent but 

also organized and corruption can be avoided. Lastly, the powers vested to the European 

Commission would enable it to ensure that cybersecurity policies and strategies are being 

adopted on all levels in the EU nations. The body can work with organizations that deal with 

cyberspace like the Europol, to ensure support in terms of new strategies and innovations.  

Citizens play an important role in creating a cyber secure and resilient society, thus 

strengthening training and education in this field and spreading awareness are key measures 

that must be taken forward. Other than this, judicial courts are not yet equipped with the ability 

to deal with and adapt to the rapid digital changes, so as to bring forward more stringent actions 

on cybercrime and its offenders.  

Lastly, the EU must not limit its actions to only its member nations, but active engagement and 

participation with other international institutions are imperative. The EU could also 

differentiate and create cybersecurity responsibilities for each organ, to ensure that 

cybersecurity strategies and safety stretch out to every arena that could be prone to an attack. 
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Alternatively, it could create one single organ that deals with cybersecurity issues for all other 

organs of the EU. Thus, in conclusion, the absence of a well-functioning international 

cybersecurity framework has impaired and blocked all possibilities of ensuring a safe 

cyberspace in the EU, and without this being the first step, no other measure or initiative can 

function, so EU’s first task as a supranational organization is to instate a coherent framework 

which largely depends upon the member nations’ trust, willingness and available resources, all 

the while battling with other issues of global concern.  
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