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CAPABILITIES 
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“Artificial intelligence is the future, not only for Russia, but for all humankind. It comes with 

colossal opportunities, but also threats that are difficult to predict. Whoever becomes the 

leader in this sphere will become the ruler of the world,” 

 

Russian president, Vladimir Putin said these words in 2017 while addressing a group of school 

children.1 Since then, the term artificial intelligence manifested itself loudly at the state level 

in Russia. The topic immediately became popular with the Russian media, businessmen and 

government officials discussed prospects of AI development in Russia at various forums, and 

a wave of information-technology forums for specialists and start-ups swept across the 

country.2  

Putin’s comment signalled that, like China and the United States, Russia sees itself engaged in 

direct geopolitical competition with the world’s great powers, and AI is the currency that 

Russia is betting on.3 The Kremlin is aware of the country’s unfavourable position in the global 

AI competition, even if such an admission is unlikely to ever be made publicly. Strategically, 

such a wide gap between ambition and capacity means that Russia will need to invest its limited 

resources carefully. Currently, Moscow is pursuing investments in at least two directions: 

select conventional military and defence technologies where the Russians believe they can still 

hold comparative advantage over the West and high-impact, low-cost asymmetric warfare to 

correct the imbalance between Russia and the West in the conventional domain. The former—

Russia’s development and use of AI-driven military technologies and weapons—has received 

significant attention. 4  AI has the potential to hyperpower Russia’s use of disinformation. 

Unlike in the conventional military space, the United States and Europe are ill-equipped to 

respond to AI-driven asymmetric warfare in the information space.  

It is difficult to asses the exact extent to which AI is used in the Russian military sector due to 

the classified nature of such projects. Nevertheless, public pronouncements by Russian 

 
1* The Author is a student at the Jindal School of International Affairs and Research Intern at the Centre for 

Security Studies, JSIA. 

1 Russian Times (2017). ‘Whoever leads In AI will rule the world’: Putin to Russian children on knowledge day.  

https://www.rt.com/news/401731-ai-rule-world-putin/  
2 Vadim K. (2019) Militarization of AI. Russian Centre for Policy Research. Stanley Centre.  

https://stanleycenter.org/wp-content/uploads/2020/05/MilitarizationofAI-Russia.pdf  
3 Alina P. (2018) Weapons of the weak: Russia and AI-driven asymmetric warfare. Brookings.  

https://www.brookings.edu/research/weapons-of-the-weak-russia-and-ai-driven-asymmetric-warfare/  
4 Ibid  
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https://www.brookings.edu/research/weapons-of-the-weak-russia-and-ai-driven-asymmetric-warfare/
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government officials make it possible to draw certain conclusions. Defence ministry 

representatives and other government officials have repeatedly mentioned that the Russian 

armed forces boast a full line-up of AI based weapons, such as unmanned aerial vehicles, 

fighter jets and underwater robots.5  It is currently developing swarming capabilities too while 

exploring innovative uses of AI for remote sensing and electronic warfare, including adaptive 

frequency hopping, waveforms, and countermeasures.6 

Presently, Moscow is consistently investing in research and development programs with the 

goal to adopt and diversify its application of artificial intelligence for military purposes. This 

includes robotic systems, improved command and control (C2), enhanced weapons etc.7 For 

instance, the Russian military specialists in the use of Artificial Intelligence are increasingly 

considering and making advances in the use of such technologies in the maritime context, 

suggesting that Russian sea power and maritime security will be boosted in the future through 

such means and technologies.8 

The military has also been researching a number of AI applications, with a heavy emphasis on 

semi-autonomous and autonomous vehicles. In an official statement on November 1, 2017, 

Viktor Bondarev, chairman of the Federation Council’s Defence and Security Committee, 

stated that “artificial intelligence will be able to replace a soldier on the battlefield and a pilot 

in an aircraft cockpit”. These remarks were made in close proximity to the successful test of 

Nerehta, an unmanned Russian ground vehicle that reportedly “outperformed existing 

(inhabited) combat vehicles.” Russia plans to use Nerehta as a research and development 

platform for AI and may one day deploy the system in combat, intelligence gathering, or 

logistical roles. Russia has also reportedly built a combat module for uninhabited ground 

vehicles that is capable of autonomous target identification—and, potentially, target 

engagement—and plans to develop a suite of AI enabled autonomous systems.9 On top of this, 

the state owned Rostec corporation has acknowledged that a number of its subsidiaries 

(Kalashnikov, Tecmash etc) were looking at developing AI-related weapons. Tecmash, for 

example, has been incorporating AI into the volley of fire systems it has been producing for 

several years now.  

New models of weapons and equipment are being actively tested in Syria (Back in 2016, the 

Russian Defence Ministry alluded to the use of unmanned aerial vehicles to monitor the 

ceasefire there). Autonomous aerial vehicles are one of the most promising areas for the 

 
5 Nikolai M, Elena C. (2020) Developing Artificial Intelligence in Russia: Objectives and Reality. Carnegie 

Moscow Centre.  

https://carnegie.ru/commentary/82422#:~:text=According%20to%20its%20research%2C%2030,the%20develop

ment%20of%20AI%20technology. 
6 Alina P. (2018) Weapons of the weak: Russia and AI-driven asymmetric warfare. Brookings.  

https://www.brookings.edu/research/weapons-of-the-weak-russia-and-ai-driven-asymmetric-warfare/ 
7 Roger M. (2020) Moscow’s Pursuit of Artificial Intelligence for Military Purposes. The Jamestown 

Foundation.  

https://jamestown.org/program/moscows-pursuit-of-artificial-intelligence-for-military-purposes/  
8 Ibid  
9 Kyle M. (2017) Kalashnikov will make an AI powered killer robot. Popular Mechanics.  

https://www.popularmechanics.com/military/weapons/news/a27393/kalashnikov-to-make-ai-directed-machine-

guns/  

https://carnegie.ru/commentary/82422#:~:text=According%20to%20its%20research%2C%2030,the%20development%20of%20AI%20technology
https://carnegie.ru/commentary/82422#:~:text=According%20to%20its%20research%2C%2030,the%20development%20of%20AI%20technology
https://www.brookings.edu/research/weapons-of-the-weak-russia-and-ai-driven-asymmetric-warfare/
https://jamestown.org/program/moscows-pursuit-of-artificial-intelligence-for-military-purposes/
https://www.popularmechanics.com/military/weapons/news/a27393/kalashnikov-to-make-ai-directed-machine-guns/
https://www.popularmechanics.com/military/weapons/news/a27393/kalashnikov-to-make-ai-directed-machine-guns/
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introduction of AI and its military use. The exact number of UAVs in the Russian army arsenal 

is unknown, but the head of the Russian General Staff’s office for UAV development estimated 

it at more than 1,900 units in 2018.10 In August 2019, the Defence Ministry published a video 

of the maiden flight of the S-70 Okhotnik-B heavy combat UAV developed by the Sukhoi 

Design Bureau which is capable of carrying weapons and striking both air and land targets.  

In April 2020, the Defence Ministry announced a closed tender worth up to 387,751,000 

Rubles ($5.3 million) to complete a scientific project titled “Research on creating an 

experimental model of neural network development, training, and implementation for the new 

generation of artificial intelligence military systems” (code name “Kashtan”). In addition, the 

Era of military innovation Technopolis is due to be completed in the southern city of Anapa in 

the fourth quarter of 2020. It will specialize in robotics, AI, information security, and 

supercomputers.11 Modern neural networks allow autonomous weapons system such as the 

unmanned aerial and ground combat vehicles to not only come to independent decisions but 

also to adapt to the changing environment. Russian manufacturer Kalashnikov has designed a 

ground based “battle module based on neural networks” that is able to “gain targets and make 

decisions” without the operator’s engagement. 

In February 2019, Kalashnikov was the first Russian manufacturer to develop a loitering 

munition—the KUB-BLA. Six months later, Kalashnikov revealed a new high-precision, 

unmanned complex called the ZALA Lancet. Such weapons are known as kamikaze drones 

because of their capacity to independently detect and attack targets. The website Kalashnikov 

Media defines the Lancet as an intelligent, multitasking weapon that can independently acquire 

an assigned target and attack it.12 The AI based, long range, antiship missiles- such as the 

Russian 3M-55 Onyx represents a class of autonomous ship killers. Using AI and datalinks, 

these missiles make decisions on their own, conducting a coordinated attack on an enemy fleet. 

Interconnection of space tracking and surveillance system with command and control, battle 

management and communications by means of AI-based programs opens new possibilities of 

interception of ballistic missiles. 13  

Out of the three wings of military, the navy has been at the receiving end of most of the AI 

enabled weapons and systems. Moscow’s interests in the use of AI to further develop maritime 

military capabilities related to the future development of surface and sub-surface platforms that 

will be fully robotic. One illustration of this process related to the use of AI to create an unified 

database to allow military bases to automate the interaction of participants in the management 

of housing.  Another key feature in the maritime exploitation of AI for the military lies in the 

area of situational analysis technology (situatsionnym analizom informatsii—SAI), designed 

 
10 Nikolai M, Elena C. (2020) Developing Artificial Intelligence in Russia: Objectives and Reality. Carnegie 

Moscow Centre.  

https://carnegie.ru/commentary/82422#:~:text=According%20to%20its%20research%2C%2030,the%20develop

ment%20of%20AI%20technology 
11 Ibid  
12 Vadim K. (2019) Militarization of AI. Russian Centre for Policy Research. Stanley Centre.  

https://stanleycenter.org/wp-content/uploads/2020/05/MilitarizationofAI-Russia.pdf  
13 Ibid  

https://www.interfax.ru/russia/701920
https://carnegie.ru/commentary/82422#:~:text=According%20to%20its%20research%2C%2030,the%20development%20of%20AI%20technology
https://carnegie.ru/commentary/82422#:~:text=According%20to%20its%20research%2C%2030,the%20development%20of%20AI%20technology
https://stanleycenter.org/wp-content/uploads/2020/05/MilitarizationofAI-Russia.pdf
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to help the individual commander make rapid and accurate decisions. SAI facilitates the 

process of decision making in any hypothetical security situation at sea. 14  

The extent to which Moscow has prioritized, developed and continued to plan future advances 

in applying AI in the military has probably been underestimated by Western governments. This 

is partly because of over-confidence in the ability of the sanctions regime against Russia to 

impair the latter’s technological growth. However, with the introduction of artificial 

intelligence in the fields of maritime security, engine production, housing planning, as well as 

in enhancing command and control, there is no doubt that AI is finding a burgeoning role in 

the modern Russian Armed Forces.  

In July, 2020, Vladimir Putin went on bragging about Russia’s developing hypersonic missiles. 

In March this year, the United States also announced that it has successfully tested an unarmed 

prototype of a hypersonic weapon. Similarly, China is also vigorously pursuing hypersonic 

weapons that could even be used with nuclear warheads.  

Hypersonic missiles can travel at speeds faster than Mach 5 (five times the speed of sound) or 

3,800 miles per hour, must faster than other ballistic and cruise missiles. They are highly 

manoeuvrable and do not follow a predictable arc as they travel. They can deliver conventional 

or nuclear payloads within a few minutes. The speed as well as the manoeuvrability and 

unpredictability of the weapons lends them the power to change course even mid-way, thus 

making their interception and early detection difficult. These missiles could be a game changer 

because of its ability to render the ballistic missile defence capability redundant due to its high 

speed and manoeuvrability.15  

Even though Putin had said he does not want an arms race, the development of hypersonic 

weapons by Russia have triggered things in a different direction. Russia recently unveiled a 

weapon called the Kinzai, said to reach Mach 10 under its own power, and another that is 

boosted by a rocket to an astonishing Mach 27.16  

In 2018, Russia’s armed forces launched a ballistic missile carrying an HGV called Avangard, 

which reached Mach 27 a few kilometres after getting separated from the carrier. Soon after 

the success of Avangard, Russian president, Putin acknowledged it while the Russian defence 

ministry soon announced that it has put the nuclear armed HGV into combat duty-allowing 

Putin to claim that Russia is the first country that is armed with hypersonic weapons.17  

 
14 Roger M. (2020) Moscow’s Pursuit of Artificial Intelligence for Military Purposes. The Jamestown 

Foundation.  

https://jamestown.org/program/moscows-pursuit-of-artificial-intelligence-for-military-purposes/ 
15 Amrita N (2020) Hypersonic nuclear weapons Russian Navy is getting and why they are unrivalled. The Print.  

https://theprint.in/theprint-essential/hypersonic-nuclear-weapons-russian-navy-is-getting-and-why-they-are-

unrivalled/469863/  
16  Richard S. (2020) ‘National pride is at stake.’ Russia, China, United States race to build hypersonic weapons. 

Science Mag.  

https://www.sciencemag.org/news/2020/01/national-pride-stake-russia-china-united-states-race-build-

hypersonic-weapons  
17 Ibid  

https://jamestown.org/program/moscows-pursuit-of-artificial-intelligence-for-military-purposes/
https://theprint.in/theprint-essential/hypersonic-nuclear-weapons-russian-navy-is-getting-and-why-they-are-unrivalled/469863/
https://theprint.in/theprint-essential/hypersonic-nuclear-weapons-russian-navy-is-getting-and-why-they-are-unrivalled/469863/
https://www.sciencemag.org/news/2020/01/national-pride-stake-russia-china-united-states-race-build-hypersonic-weapons
https://www.sciencemag.org/news/2020/01/national-pride-stake-russia-china-united-states-race-build-hypersonic-weapons
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Another hypersonic weapon possessed by Russia is the 3M22 Zircon which flies very fast and 

very low and at a speed of up to Mach 6 and at a low atmospheric-ballistic trajectory-that they 

can penetrate traditional anti-missile defence systems. The missile was successfully tested in 

October of 2020. It flies with an advanced fuel that the Russians say gives it a range of up to 

1,000 kilometres. And it is so fast that the air pressure in front of the weapon forms a plasma 

cloud as it moves, absorbing radio waves and making it practically invisible to active radar 

systems. While at sea, any of Russia's 15 Buyan-class corvettes will be able to carry up to 25 

Zircon hypersonic missiles. It would take fewer than a half-dozen of those missiles to sink even 

the most advanced American aircraft carrier, such as the USS Gerald R. Ford. Similarly, in 

order to intercept a Russian Zircon missile, the U.S. would either need to intercept it at launch 

or fly an object into its rather unpredictable path.18 The Russian Defence Ministry is planning 

to equip both warships and submarines with the Zircon19  

Russia’s shift to hypersonic weapons is likely a means of contending with American superiority 

in size, technology and sheer number of aircraft carriers.  Military artificial intelligence poses 

the ability to undermine the foundation of strategic stability (Crisis stability: the situation could 

be regarded as stable, if even in a crisis neither of the sides had serious opportunities and 

incentives for a first nuclear strike.) Most cutting-edge technologies and systems-especially 

from the fields of robotics, autonomous systems, miniaturization, big data and advanced 

manufacturing. Can provide military dominance. Growing technological advancements in each 

power’s abilities further incentivises countries (Russia and USA in this case) to look for new 

ways to guarantee its nuclear deterrence. For example, Russia responded to US Missile Defence 

System at its border by accelerating the development of a variety of innovative weapons 

systems, primary hypersonic missiles. The competition between these heavily automated 

defence and attack systems further undermines strategic stability.20 

In the near future, fleets of unmanned robotic systems could flood the oceans in order to detect 

and trace ships and submarines. Machine learning and autonomy open up the possibility to use 

nuclear weapons (like the B61-12 low-yield, high-precision, nuclear bombs) to accomplish 

tactical tasks. If AI applications result in the improved targeting and coordination, then it could 

enable precision-strikes with low-yield weapons to destroy key command, control, and 

communication assets - including nuclear force and space monitoring systems – without the 

use of high-yield nuclear weapons. Inexpensive, expendable drones would be able to quickly 

map the adversary's combat systems, to target and destroy key components of his C2 and 

defence systems with relatively little cost. Threats of this kind require militaries to closely 

 
18 Blake S. (2020) Why Russia’s Hypersonic Missiles can’t be seen on radar.  

https://www.military.com/equipment/weapons/why-russias-hypersonic-missiles-cant-be-seen-radar.html  
19 Al Jazeera (2020) Russia successfully tests new hypersonic Tsirkon missile.  

https://www.aljazeera.com/news/2020/10/7/russia-successfully-tests-new-hypersonic-missile   
20 Vadim B. (2019) Militarization of AI from a Russian Perspective. Research Gate.  

https://www.researchgate.net/publication/335422076_Militarization_of_AI_from_a_Russian_Perspective  

https://www.military.com/equipment/weapons/why-russias-hypersonic-missiles-cant-be-seen-radar.html
https://www.aljazeera.com/news/2020/10/7/russia-successfully-tests-new-hypersonic-missile
https://www.researchgate.net/publication/335422076_Militarization_of_AI_from_a_Russian_Perspective
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monitor new technologies and to develop new means of defence, which ultimately serves to 

fuel arms racing dynamics. 
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