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INTRODUCTION 

“We have just won a war with lots of heroes flying around in planes. The next war may be 

fought by airplanes with no men in them at all… Take everything you’ve learned about aviation 

in war, throw it out of the window, and let’s go to work on tomorrow’s aviation. It will be 

different from anything the world has ever seen. 

The same technology was then used during the World War I to spot artilleries and gather an 

aerial perspective of the battlefield1. It was only during the second World War that fighter jets 

like the German Me 262, B-29 Super-fortress, Spitfire were used to wage massive damages by 

the Allied and the Axis powers alike. Drones or UAVs (Unmanned aerial vehicles) are only 

the latest part of this long progression in aerial warfare. While the attempts in this field of 

technology began during the World War I itself, it was only during the Vietnam war that UAVs 

were actively deployed for reconnaissance purposes. This vertical shift attained in the 

battlefield or conflict zone by this UAVs lie in its name unmanned aerial vehicle. The ability 

to control a flying object from a different time-zone and coupled with gathering high-quality 

imagery and/or launching attacks can truly empower a military. We will try to understand the 

changes brought by this massive breakthrough in the dynamic of the battlefield, vulnerability 

to and from non-state actors, policy-making in conflicts, ethical paradigm.  

We will begin by looking at the impact of drone-usage in active-war theatres and combating 

terrorism. Using the understanding gained we will understand the reasons behind its 

effectiveness since that is where the usage of UAVs has been its controversy as well as 

prominence from. We then understand the vulnerabilities associated with a technology which 

is easy to acquire and how this, coupled with its cost-effectiveness can be counter-productive 

for sovereign nations. 

IMPACT OF DRONE-USAGE IN ACTIVE-WAR THEATRES AND COMBATING 

TERRORISM 

Active war theatres 

Usage of UAVs (from here on referred to as simply, drones) in active war zones to inflict direct-

damage has only recently gained prominence. The forty-four day long war between arch-rivals 

Azerbaijan and Armenia in Nagorno-Karabakh became perhaps the most powerful example of 

how small and relatively inexpensive attack drones can change the dimensions of conflicts once 

dominated by ground battles and traditional air power2. As Azerbaijan celebrated its victory, 
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the humiliations suffered by Armenia with the destruction of its air-defence systems, army-

tanks, trenches occupied by ground-forces surfaced online in the form of shots taken by over-

head flying drones. While the efficacy of some of these footages can be questioned, but the 

destruction caused by these drones have become a matter of discussion. How were these drones 

able to rapidly tip the balance of a prolonged conflict in favour of Azerbaijan? Azerbaijan 

perhaps  not only utilised its technology efficiently but specifically targeted the high-cost, 

sophisticated weapon systems of Armenia including its tanks, radars, surface-to-air missiles to 

paralyse the Armenian defence.  

“Drones offer small countries very cheap access to tactical aviation and precision guided 

weapons, enabling them to destroy an opponent’s much-costlier equipment such as tanks and 

air defence systems,” said Michael Kofman, military analyst and director of Russia studies at 

CNA, a defence think tank in Arlington, Va. In the context of this particular war, two things 

are worth noticing. First, by no means, Armenia lacked the competency to give a tough fight 

and even likely to dominate it as she did during the 1990s. Secondly, Azerbaijan is neither a 

very close ally of US nor it depended on the US to acquire the drones that dominated the 

battlefield. Tom de Waal, an expert on the Caucasus at the Carnegie Endowment for 

International Peace says “There were massive losses, possibly around a third of Armenian tanks 

have been destroyed. That’s obviously been a critical factor in taking all those territories.” A 

deeper reading tells us that it was the twin factor of over-reliance by Armenia on conventional 

modes of war as well as an innovative usage of drones by Azerbaijan that caught the Armenian 

defences completely off-guard. Azerbaijan used surveillance drones to spot targets and sent 

armed drones or kamikaze drones to destroy them, analysts said.3 The shear impact of the 

drones in Nagorno-Karabakh and the geo-political implications it will have will be a topic of 

discussion for a long time. Drones have proved to constitute a 'disruptive technology' - that is, 

an innovation technology that triggers sudden and unexpected effects4. It would be wrong to 

describe them as 'remotely-piloted combat aircraft' as it underplays the way in which it can 

change the way we think about conflict.  

Combatting terrorism 

One of the most contested usage of drone has been its usage in combatting terrorism. Propelled 

by the Bush administration as a part of its 'war on terror', the real assault from the skies came 

under the Obama administration. There are equally strong arguments on both sides pertaining 

to the important issues like violations of international law, violations of state sovereignty, usage 

of robotics in warfare, collateral damage when using drones to launch attacks in alleged 

terrorist-camps on a foreign soil5. However, we confine ourselves to its inherent capabilities 

that make it suitable for such operations. While George W. Bush oversaw fewer than fifty drone 

strikes, Obama signed off more than four hundred of them in the first-four years alone. What 

made the administration opt for these over the long-standing capabilities of the SEAL and air-

force? Daniel Byman's answer to this is, “it works"6. If we are to rely on the data compiled by 

the New America Foundation, US drones have killed over 3,300 al-Qaida, Taliban and other 

jihadist operatives in Pakistan and Yemen including more than fifty senior leaders of Al Qaeda 

and Taliban.7  
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UNDERSTANDING THE EFFECTIVENESS 

Understanding the effectiveness of any mode and/or weapon in warfare in the modern world 

order should be preceded by the justification of employing those modes in a battlefield or the 

enemy's territory. The technology was pioneered by the US, Israel and UK before they were 

propelled further by countries like Turkey and China. The US has also deployed these heavily 

in far-off territories and continued its war on terror while rallying a considerable support for it 

at home. To understand the future-viability of drones in warfare and combat, we will begin 

with policy-based justifications, then consider its cost-effectiveness, risk-averseness, 

sustainability of usage. 

Politics and public opinion 

An intensive survey was conducted by Centre for a New American Security to understand that 

aimed to understand the willingness of the general public and the defence experts in the use of 

force when it came to using drones8.  

These surveys suggest that shifting from an inhabited aircraft to a drone led to a statistically 

significant increase in support for deploying the aircraft. The U.S. public sample, expert 

population, and Indian public sample all were also more likely to approve of shooting down an 

adversary aircraft when there was not a person in the cockpit. Almost 52 percent of respondents 

were willing to deploy drones into airspace over contested territory, that number dropped by 

10 percent if it involved human-inhabited aircraft. Respondents were much more willing to put 

a drone into a contested area in which it might get shot down. These results explain the freedom 

that the US administration has widely enjoyed in the past decade pertaining to the usage of 

drones in the 'ungoverned' zones of the world like Pakistan, Afghanistan, Iraq, Yemen etc.  

Apart from the widely believed narrative around the aversion of risk, what are the reasons that 

could have caused this paradigm-shift in America's wars abroad? As the drone campaign 

offered more of the same, it also offered the U.S. public something fresh about the long War 

on Terror. Mediated representations of drones tend to capitalise on the sex appeal of “flying 

killer robots,” and the names “Predator” and “Reaper” cater to hunter–killer science fiction 

fantasies9. 

An estimated 4,000 terrorists have been killed by these drones during the Obama administration 

and the White House attributes the credit to the use of drones. The White House also credits 

drone warfare for decimating al Qaeda.  

Similarly concerned with the visual politics of drones, Tyler Wall and Torin Monahan contend 

that the violent articulations of U.S. imperialism enacted by drones “translate” bodies into 

targets10. The “drone-stare” abstracts people from context, while relying on clothing, behaviour 

and location, in the case of signature strikes, to determine combatant status. In this way, drones 

further normalize an ongoing “racialization from above,” “visual relationship between Western 

centres of power and the rest of the world.”  

In the field of rhetoric, “drone vision” and “sci-fı cool” have been identified as emergent public 

tropes that invite certain conceptions of drone warfare11. As pointed out by Derek Gregory, this 
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leads to a "real-time identification with troops on the ground, an intimacy that uniquely 

privileges the hunter–killer viewpoint." 12 . Most scholars also owe this 'tone-down' in the 

critique to the creation of perspective fallacies around drone-warfare. The violent articulations 

of US imperialism enacted by drones “translate” bodies into targets13. It abstracts people from 

context, while relying on clothing, behaviour and location, in the case of signature strikes, to 

determine combatant status14. This is most evident in the very recruitment advertisement of the 

US Air Force that portrays drones as sleek, high-tech weapons of science fiction. It used a 

visually mediated form of occulatio to hide “some of the ethical consequences of battle behind 

a veil of science fiction cool.” 15 

The ‘number’ game 

Acquiring a drone incurs only a slight fraction of the cost it would take to add a fighter jet like 

an F22 into the air-force's armour. Even if its downed by an enemy's air-defence system, the 

loss suffered is pretty low including the lack of any military casualty which in itself is a big 

deal. Other criticism centred around the massive civilian casualties that drones are alleged to 

cause. Since the most regular use of drones have been done by the US, we can have a look at 

the casualties that other alternatives could have caused. Most of the surveys conducted on the 

ground have some political affiliations and additionally, the situation on the ground makes it 

difficult to come out with an accurate estimate. One of the few truly independent on-the-ground 

reporting efforts conducted by the Associated Press, concluded that the strikes "are killing far 

fewer civilians than many in [Pakistan] are led to believe." 16 Even the most unfavourable 

estimates would reveal that the ratio of civilian to militant deaths - about one to three, according 

to the Bureau of Investigative Journalism- is lesser than it would be for other forms of strikes17. 

Other forms of air striking would also increase the chances of misjudgement of target as was 

seen in the case of Yemen in 2009, where more than thirty women and children were killed. 

Even the calculations related to increase in the number of recruits that are made allegedly 

'triggered' by drone strikes can also be politically motivated since the calculations of gradual 

processes are difficult to make. Therefore, we can conclude that they deter current and future 

members from engaging in violence. It also has the promise of both punishing and deterring 

insurgent groups and minimising risks to civilians as well as to American military forces. 

Use of UAVs by non-state actors  

UAVs being economically more viable and technologically much simpler than the 

sophisticated weaponry are also extremely vulnerable to usage by non-state actors and terrorist 

groups. When the Islamic State lost its control of the Mosul and Ramadi, shocking observations 

were made with respect to its shear progress and intentions of using drones in the most 

ungoverned zones of the world. Conflict Armament Research has identified several IS-drone 

workshops, for instance in Ramadi and in Mosul, where IS modified and weaponised drones 

and also manufactured some from scratch. In October 2016 two Kurdish Peshmerga soldiers 

were killed and two French Special Forces badly injured IS had managed to weaponize drones 

by attaching explosives that could be released when the drone hovered over an intended 

target18. What is however more shocking is that the IS had dedicated a whole program to the 

development in this technology. Existence of such a drone program was confirmed by the 
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discovery of the so-called “drone papers” in Mosul in 2016. The papers further indicated that 

IS had, at least to some extent, developed a streamlined and bureaucratised program for 

development and weaponization of drones19.  

According to a report, it took approximately seven years from Hezbollah demonstrating some 

interest in drone technology until the successful use of a drone as part of an operation, while 

the same trajectory took only about one year for the Islamic State. [The Aviation section (qism 

al-tayaran) of the group’s Committee of Military Manufacturing and Development (Hai’a al-

tatwir w altasni 'al-'askari) was further responsible for signing documents relating to the 

acquisitions, progress and purchase. The report identified separate centres for training, 

weaponization, modification and maintenance, as well as the existence of a centre for storage 

and distribution. The leader (or emir) of the Islamic State’s drone program was identified to be 

a Muhammad Islam, a European citizen of Malaysian descent who holds a degree in 

information technology from a British University20. The usage of human resources from across 

the world to collect expertise also speaks volumes about the capabilities that technology offers 

to non-state actors.  Apart from the Islamic State, other terrorist groups like Hezbollah, Hamas 

and Jabhat Fatah al-Sham are also reported to possess drones and the capability to deploy them. 

Hezbollah, for instance has tried to fly drones over the Israeli air-space that was shot down a 

few years ago.  

Factors that make UAVs an attractive choice  

The attraction of using UAVs lie extensively within its technological aspect. Compared to other 

attack mode, they carry the power of the distance from which they allow an adversary to control 

its delivery21. In the modern security paradigm, it also has the capability to draw the world's 

attention and create a buzz in the media as seen with the attack on the Saudi oil refineries. In 

terms of causing civilian casualty, it also has the capability, like suicide bombers or other forms 

of improvised explosive devices, could also be used to channel or draw people to (or out of) a 

specific location, making those people more vulnerable to a secondary or follow-on attack22. 

Beyond causing direct casualties, drones also have the capacity to empower organisations 

looking to do surveillance, capture videos, smuggle objects, disrupt objectives etc. all of which 

have been done by organisations like Hezbollah, Islamic State and a few fringe organisations 

in the West at different points.  

Limiting Factors: Technical features, specific choices and counter-measures  

Despite the power and capacity that UAVs extend into the hands of non-state actors, it has to 

be noted that a terrorist attack causing considerable damage has not been executed outside the 

conflict-ridden regions of the Middle-East. It therefore also becomes important to understand 

what makes it challenging in the modern-day for such organisations to carry out attacks using 

UAVs. Even though drones are easy to acquire, the ones that have the capacity to deliver huge 

pay-loads across long ranges are not so easily available commercially. For example, an analysis 

of “202 commercially-available drones listed on the product comparison site SpecOut.com” 

conducted by the Remote-Control Project “reveals that the listed drones have an average flight 

time of 18 minutes, an average range of 1,400 meters and median price of $600.”23. Another 
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major limiting factor is the modern state security that is pretty well adapted to recognise 

patterns, intentions, communications and funds transfer before it all coagulates to give rise to 

a planned attack which might then be pretty tough to deal with. One of the example is the failed 

plot of a UAS attack by Rezwan Ferdaus where he was duped into believing that he was 

actually interacting with representatives of al-Qaida when instead he was talking to an agent of 

the FBI. Governments like the US and Israel have spent heavily and equipped themselves really 

well in preparing for such threats. We can say, as the interests of non-state actors in the usage 

of UAVs have risen, so has the state's capability and potential to deal with it.  
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