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INTRODUCTION 

The endless endeavours to ensure information flows, and subsequently keeping the same 

information discrete to safeguard it, has caused various problems in the contemporary digital 

era. This endeavour is further involuted in a nation like India, where budget restriction, an 

allegiance to democracy, and being a persistent subject to terrorist activities is likely to strain 

the defence system. After the terror attacks in Mumbai, in the year 2008, the Indian government 

publicly announced the establishment of the National Intelligence Grid (NATGRID), hoping 

that information flow between the various intelligence and law enforcement bodies could aid 

in precluding an attack like the one in 2008. The Ministry of Home Affairs states the following: 

 

“Today, each database stands alone. It does not talk to another database. Nor can the ‘owner’ 

of one database access another database. As a result, crucial information that rests in one 

database to another agency. In order to remedy the deficiency, the Central Government has 

decided to set up NATGRID. Under NATGRID, 21 sets of database will be networked to 

achieve quick, seamless, and secure access to desired information for intelligence/enforcement 

agencies. This project is likely to be completed in 18-24 months from now”1 

 

NATGRID was aimed to accumulate almost twenty databases and automate intelligence 

processes, which would empower Indian intelligence analysts and law administration 

organizations to promptly collect data about security threats. Open information platforms of 

the Indian government and media sources help delineate what NATGRID is, its importance, 

and prospective drawbacks. However, extensive analysis with regards to the National 

Intelligence Grid cannot be achieved, owing to the confidential character of the intelligence 

system. Furthermore, it is a common conjecture that South Asian intelligence organizations are 

typically reticent and resistant to requests by the media and public. This policy brief will 

majorly focus on how the NATGRID emerged, its importance in the contemporary world 

where security plays a paramount role, and its potential pitfalls. Nevertheless, the general 

understanding and the complexities of NATGRID will be refine in the future as more details 

 
1* The Author is a student at the Jindal School of International Affairs and a Research Assistant at 

the Centre for Security Studies, JSIA. 

 
1 Government of India, Ministry of Home Affairs. (2009). ‘Home Minister proposes radical restructuring of 

security architecture’. Press Information Bureau. 
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about the grid are revealed by the Indian government. At this point, understanding the 

importance and its genesis will help India counter its security threats.  

 

THE GENESIS OF NATGRID 

The 26/11 terrorist attack on Mumbai had a far-reaching impact on the public as well as the 

government. Ten trained terrorist from Pakistan ambushed tourist’s places and hospitals killing 

around 170 innocent people. The following assessment of counterterrorism fiasco prompted 

the establishment of the Ram Pradhan Inquiry Commission, which asserted that, “coordination 

and cohesion” play a significant role in counterterrorism intelligence at functioning levels2. 

The commission also denounced India’s security agencies for not being able to apprehend 

David Headley, who was a Pakistani Inter-Service Intelligence (ISI) and Lashkar-e-Taiba 

associated spy who controlled the military observations in India for the 26/11 attack. 

NATGRID is a part of the comprehensive restructuring of the security and Intelligence system, 

propounded by the then Home Minister P. Chidambaram in 2009. David Headley visited India 

several times before the attack and frequently returned to the United States through Pakistan, 

his constant visits were not enough for the Indian security agencies to question him. It is 

contended that a system like NATGRID has existed, Headley would have been detained before 

the deadly attack.  

 

“NATGRID is a master database of 21 databases delineated to provide real-time information 

to counter terrorist activities and crimes. The NATGRID database includes data related to 

credit and debit cards, tax, telecom immigration, airlines and railway tickets, passports, 

driving licenses” 3. NATGRID will also have access to the Crime and Criminal Tracking 

Network and Systems, a database that links crime information, including First Information 

Reports, across 14,000 police stations in India4. “It will give 11 agencies-including the RAW, 

the IB, the ED, the National Investigation Agency, the CBI, the Directorate of Revenue 

Intelligence and the Narcotics Control Bureau, access to the collective data”5. The NATGRID 

was formally developed as an office of the Ministry of Home Affairs and in due course, Raghu 

Raman, was appointed as the Chief Executive Officer of NATGRID.  

 
2 The Wire. (2019). What the High-Level Inquiry Committee on the 26/11 Attacks Had to Say, from 

https://thewire.in/security/26-11-mumbai-terror-attack-inquiry-committee 

 
3 Sen, S. (2020). NATGRID, India’s tech-powered database to fight terror, to roll out in March. Hindustan 

Times. from https://www.hindustantimes.com/india-news/govt-to-roll-out-database-for-real-time-info-on-terror-

soon/story-rXSmbGMGQVRzosGdc7JdhM.html 

 
4 Singh, V. (2020). NATGRID to have access to database that links around 14,000 police stations. THE HINDU, 

from https://www.thehindu.com/news/national/natgrid-to-have-access-to-database-that-links-around-14000-

police-stations/article32058643.ece 

 
5 THE HINDU. (2012). Rs. 1,100 crores for NATGRID, from https://www.thehindu.com/news/national/Rs.-

1100-crore-for-NATGRID/article12860202.ece 
 

https://thewire.in/security/26-11-mumbai-terror-attack-inquiry-committee
https://www.hindustantimes.com/india-news/govt-to-roll-out-database-for-real-time-info-on-terror-soon/story-rXSmbGMGQVRzosGdc7JdhM.html
https://www.hindustantimes.com/india-news/govt-to-roll-out-database-for-real-time-info-on-terror-soon/story-rXSmbGMGQVRzosGdc7JdhM.html
https://www.thehindu.com/news/national/natgrid-to-have-access-to-database-that-links-around-14000-police-stations/article32058643.ece
https://www.thehindu.com/news/national/natgrid-to-have-access-to-database-that-links-around-14000-police-stations/article32058643.ece
https://www.thehindu.com/news/national/Rs.-1100-crore-for-NATGRID/article12860202.ece
https://www.thehindu.com/news/national/Rs.-1100-crore-for-NATGRID/article12860202.ece
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In the year 2011, the Cabinet Committee on Security (CCS), sanctioned the funds for 

NATGRID. The former Prime Minister Manmohan Singh openly lauded the project, 

articulating that NATGRID was being implemented so that intelligence from various places 

could be obtained and interpreted, to recognize actionable points. In the subsequent year, 

official funding was validated; however, due to a shift in the Prime Minister’s cabinet the 

progress decelerated. In the year 2013, the project started to make progress again, with media 

publicizing the appointment of NATGRID staff by the Delhi government highlighting the 

qualification and struggle for the posts. Simultaneously, the establishment of the provisions for 

NATGRID staff and resources was in motion. In December 2013, Home Minister Sushikumar 

Shinde set down the cornerstone of NATGRID’s data Centre and Main office building 6 . 

Adducing the reminiscences of the 2008 Mumbai attacks, the Home Minister expounded, “The 

NATGRID is a crucial initiative that will help plug our vulnerabilities by upgrading and 

enhancing our capabilities to detect and respond to such threats at the earliest possible time”7.  

 

Nevertheless, the change in the Indian government encumbered NATGRID’s development for 

a long period time. In the year 2014, a coalition led by Narendra Modi came into power, 

however, the new government and cabinet had a different strategy in mind. Therefore, 

NATGRID was not a priority anymore and for the next two years there was no appointment 

with regards to leading the project. In the year 2016, Narendra Modi stimulated the 

development of NATGRID, appointing Ashok Patnaik as its CEO. Soon after, emphasis was 

placed on funding for the project with the media accentuating the details about its budget and 

aims. In 2016, expenditure of specific years in establishing NATGRID was revealed in the 

Parliament (Figure 1) and as per the reports the project has a total budget of 3400 crores. In 

February 2020, the Ministry of Home Affairs declared that NATGRID along with its needed 

infrastructure would be finished by the last week of March 2020. Currently NATGRID is led 

by an Indian police service (IPS) officer Ashish Gupta.  

 
6 Foundation Laying Ceremony for Data Centre and Main Office, for the National Intelligence Grid 

(NATGRID). (2012), from http://pibmumbai.gov.in/scripts/detail.asp?releaseId=E2013PR2379 

 
7 Foundation Laying Ceremony for Data Centre and Main Office, for the National Intelligence Grid 

(NATGRID). (2012), from http://pibmumbai.gov.in/scripts/detail.asp?releaseId=E2013PR2379 

 
 

http://pibmumbai.gov.in/scripts/detail.asp?releaseId=E2013PR2379
http://pibmumbai.gov.in/scripts/detail.asp?releaseId=E2013PR2379
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Anushka Jain, “Watch the Watchmen Series Part 1: The National Intelligence Grid.” (Internet Freedom 

Foundation. Internet Freedom Foundation, 2020.) https://internetfreedom.in/watch-the-watchmen-part-1-the-

national-intelligence-grid/. 

 

SIGNIFICANCE AND POTENTIAL PITFALLS 

NATGRID has the potential to transform India’s esoteric IC structure by rationalizing 

intelligence to a comprehensive category of officials. Regardless of the delayed progress, 

reduced budgets, and various governmental engagement, the large amount of money spent 

bespeaks that the Indian government regards NATGRID to be a significant project for India’s 

national security. Stimulated by the 2008 Mumbai attacks, NATGRID will offer a network of 

data bases that will effortlessly allow intelligence companies and officials to aim and counter 

attacks against India. Technological development has its own drawbacks and while NATGRID 

allows information to be shared with a greater number of people, it also increases the risk of 

exposure. Nevertheless, the attempt by the Indian government to establish a network for its 

database constitutes various potentials and issues. After the Mumbai attacks the government 

faced several criticism and condemnation, prompting the need for NATGRID to provide a 

single platform to counter attacks against India. Nations like United States and Europe have 

also created models like the NATGRID to safeguard their national interests. For India, whose 

neighbouring countries pose a threat to its national security, this project plays a significant and 

crucial role, since it offers a comprehensive and accurate method to accumulate information. It 

not only stores information but also enables a simple and organized method to track anti-

national activities, providing valid evidence and accurate information. NATGRID allows the 

data to be available to significant intelligence agencies making it convenient for them to 

identify any connection between the suspects of different agencies and hence underpinning 

India’s national security. There have been ambiguities and shortcomings in intelligence 

security and developing cyber war as a crucial domain of war-it is paramount to bolster cyber 

security systems. Indeed, India’s endeavours to establish a network for its database propounds 

distinct challenges and obstacles. In China, the centralized bureaucracy is the reason for its 
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influence and dominance and on the contrary, India’s case is absolutely opposite. The 

disorganized and decentralized character of the Indian government and society makes it 

laborious for the authorities to enforce systematic and strict rules. Nevertheless, the 

decentralized nature of information allows India’s intelligence to be classified, eventually 

reducing the possibility of exposure to media. NATGRID’s not only stores intelligence 

information but also keeps track of the social media. This will allow the intelligence agencies 

to administer and control online radicalization and terror activities. The changing security 

dynamic around the world has led to the radicalization of many young people and therefore, a 

project like NATGRID can help administer and interpret such activities. NATGRID is 

perceived to provide a dynamic framework that will aid the intelligence agencies to administer 

any form of situation or incident in the domain of counter terrorism and national security. 

However, it still faces three major criticisms with regards to privacy, leak of information to 

other agencies, and the possibility of exploitation of the information shared.  

 

NATGRID allows accumulation of data from every individual in order to administer any anti-

national activity, but this aspect is being criticized for breaching the privacy of an individual. 

The extensive use of social media and the accumulation of personal data has been disregarded 

by many, however, in the year 2017 the case of Justice K.S Puttaswamy v. Union of India ruled 

that privacy is a fundamental and basic right8. With the establishment of NATGRID, privacy 

concerns have surfaced once again. National security is a significant and crucial aspect for 

every nation, but it requires lucidity and a well-defined structure of rules and regulations. The 

obscure elucidation of these phrases without transparency in laws is makes it onerous to 

manage the concerns over privacy. Contemporarily privacy concerns with regards to 

NATGRID have emerged and therefore it is important to identify the ways in which such 

concerns can be administered. Nevertheless, intelligence agencies are excluded from the ambit 

of the Right to information act and so is NATGRID, making it even more paramount to take 

the necessary measures to reconcile these privacy apprehensions.  

 

Another major concern is the leak of gathered data to other organizations. Although, it has been 

intended that particular gathered information will aid all the agencies to allude to various 

interlinking issues. However, apprehensions have been set afoot by the agencies that it will 

impact the functioning of intelligence and lead to the leak of information. Previously, there 

have been apprehensions over the infringement of jurisdiction of agencies and a specific kind 

of information or data can be exploited by other organizations which eventually makes 

intelligence vulnerable. The data accumulated in NATGRID is collected from various sources 

and hence it is paramount to consider the reiteration of information between the different 

agencies. Misuse of information has also been surfaced as a major concern, ever since the idea 

of NATGRID was articulated. Accumulating and storing one’s information can be useful to 

 
8 (2017) 10 SCC 1 
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the intelligence agencies, but it can also be exploited. With the changing security dynamics, 

cyberwar has become even more persistent and therefore storing of such information can lead 

to substantial data breach, affecting every major aspect of India. The contemporary case of 

Pegasus is an exemplar of how cyber-attack and data breach can compromise the security 

dynamics of a nation. The idea of transparency is a significant aspect of a democratic country, 

although, if personal information of individuals is being gathered without appropriate safety 

provisions, it can cause a major security breach. Apart from both internal and external menaces 

to the NATGRID, the potential misuse of data and information have become a critical and 

significant concern.  

 

THE WAY FORWARD 

NATGRID, a pioneering project was instituted by the former UPA-led government after the 

2008 Mumbai terror attacks. India’s financial capital Mumbai was impounded for 3 continuous 

days when Pakistan based terrorist attacked and took several innocent lives. India’s profoundly 

bureaucratized national security structure was critically lambasted for the manner in which the 

attacks were administered by the several stakeholders9. One of the fundamental reasons that 

led to the Mumbai terror attacks was the incompetence of the various intelligence agencies to 

share crucial information and leads assessable to them. Hence, the NATGRID was envisaged 

as an integrated database that will accumulate and store several presently assessable 

intelligence inputs. India consists of several intelligence agencies but given the nation’s 

prominent inactive bureaucracy and the conventional propensity of intelligence agencies to be 

reticent and taciturn, it is challenging to acquire data from other intelligence agencies. 

Therefore, the NATGRID is being envisioned as a transformative project for the intelligence 

agencies to acquire appropriate data to safeguard the national interest of India. The fundamental 

objective of the creating a system like the NATGRID is to allow the law enforcement and 

intelligence organization to decrease the chances of a terrorist attack, along with providing an 

effective way to discern and apprehend terrorists in a systematic way. Although the creation of 

NATGRID has drawn several criticisms and questions about privacy concerns, misuse, and 

leak of information, it is necessary for the Indian government to make provisions that would 

aid in managing such aspects. Lord Acton prognosticated that, “power tends to corrupt and 

absolute power corrupts absolutely”10. This uncertainty is more precarious when power is 

covertly exercised and endeavours to perpetuate accountability has usually been a demanding 

task. Nevertheless, intelligence agencies consist of human beings, with their actions being 

 
9 Kaura, V. (2019). NATGRID languishes on backburner: 11 years on, India's one-stop data center to tackle 

terror threats yet to become operational-India News, Firstpost, from https://www.firstpost.com/india/natgrid-

languishes-on-backburner-11-years-on-indias-one-stop-data-centre-to-tackle-terror-threats-yet-to-become-

operational-7683001.html. 

 
 

10 Kaura, V. (2019). NATGRID languishes on backburner: 11 years on, India's one-stop data center to tackle 

terror threats yet to become operational-India News, Firstpost, from https://www.firstpost.com/india/natgrid-

languishes-on-backburner-11-years-on-indias-one-stop-data-centre-to-tackle-terror-threats-yet-to-become-

operational-7683001.html. 
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https://www.firstpost.com/india/natgrid-languishes-on-backburner-11-years-on-indias-one-stop-data-centre-to-tackle-terror-threats-yet-to-become-operational-7683001.html
https://www.firstpost.com/india/natgrid-languishes-on-backburner-11-years-on-indias-one-stop-data-centre-to-tackle-terror-threats-yet-to-become-operational-7683001.html
https://www.firstpost.com/india/natgrid-languishes-on-backburner-11-years-on-indias-one-stop-data-centre-to-tackle-terror-threats-yet-to-become-operational-7683001.html
https://www.firstpost.com/india/natgrid-languishes-on-backburner-11-years-on-indias-one-stop-data-centre-to-tackle-terror-threats-yet-to-become-operational-7683001.html
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bounded by imperfections and inadequacies. The NATGRID is envisioned to drive India’s 

intelligence framework to new heights and digital era, and it will profoundly affect the 

increasingly digital Indian society henceforth.  

 

 


